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Abstract

Security and authentication is a major goal in the design of current computing
systems, including embedded systems, cyber-physical systems, and industrial
Internet of Things devices. Considering the ever-increasing developments
based on malicious attacks and the reduction of security of error-tolerant
techniques in the Internet of Things, applying and providing methods that can
guarantee authentication against attacks on the network such as cyber attacks
or minimize the error it is necessary and essential. In order to increase the
accuracy of the industrial Internet of Things intrusion detection system against
cyber attacks, a combined method based on meta-heuristic algorithms and DT,
ANN and KNN classification algorithms was used. First, the data related to
cyber attacks were normalized after pre-processing steps. In the next step,
using DT, ANN and KNN algorithms and combining them with refrigeration
simulation (SA) and gray wolf (GWO) algorithms, the data were tested and
evaluated.

The KDD Cup 99 dataset has been used to evaluate the proposed models.
Based on the obtained results, it was found that the use of GWO-ANN
integrated algorithm with 92/9545 percent accuracy has the best performance
in terms of feature selection accuracy and attack detection. On the other hand,
another issue that can be derived from these results is that the ANN algorithm
is more accurate than the DT and KNN algorithms in combination with the
GWO and SA algorithms. After the ANN algorithm, the DT algorithm is
ranked second. It can also be seen that the use of ANN algorithm in
combination with both GWO and SA algorithms has more calculation error.
Also, our comparative results with an article that used the CFA
algorithm show that the proposed method shows an improvement of
about 1.1763 percent compared to the CFA method.

Keywords: Industrial Internet of Things - Authentication - Security - Cyber
Attacks - DDoS - Gray Wolf Algorithm - Neural Network - Decision Tree -
KNN
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